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Information security is a topic of great relevance for Cemig, as in an increasingly connected world, controlling and
protecting the Company's data network becomes essential. Good management of technological resources and
ensuring security are fundamental to mitigate risks related to the leakage and misuse of personal data, as well as to
prevent unauthorized access to confidential and strategic information. With this objective, Cemig has been
continuously investing in its Information Technology (IT) infrastructure, seeking to strengthen the governance and
management of IT services, as well as information security.

The topic of governance and information security is managed in the company by the Vice Presidency of Information
Technology (VPI), which has a management team dedicated exclusively to the cybersecurity process.

The board of directors is advised by the Vice Presidency of Information Technology, which provides monthly reports
presenting relevant security actions and the status of implementation. As it is one of the top risks for the Company,
this is also monitored by the Risk Committee within the scope of the Board of Directors..

Cemig has an Information Security and Cybersecurity Policy that includes guidelines and principles related to the
topic. This policy defines the guidelines, responsibilities, and objectives established to ensure the protection
requirements of the Company's information and cyber environment. It can be accessed through the company's
website at www.cemig.com.br/politica-de-seguranca-da-informacao-e-seguranca-cibernetica/.

C2M2 —Cybersecurity Capability Maturity Model

Cemig has adopted the C2M2 (Cybersecurity Capability Maturity Model) framework to drive the continuous
improvement of its Cybersecurity and Information Security maturity. This initiative also supports alignment with
business continuity plans, encompassing architectural solutions, infrastructure, access management, and incident
response and management.

The C2M2 is a tool developed by the U.S. Department of Energy to help organizations evaluate and improve their
cybersecurity capabilities. It focuses on both information technology (IT) and operations technology (OT) assets and
environments.

Domains: The C2M2 framework is divided into ten domains, each representing a key area of cybersecurity practice:
Our company has achieved Level 2 in the C2M2 framework, indicating that our cybersecurity practices are managed

and consistently applied. This achievement demonstrates our commitment to maintaining a robust cybersecurity
posture and protecting our assets and operations.
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Figure 3 shows summarized implementation level responses for each C2M2 practice, grouped by domain. The MIL achieved for each domain is
listed at the bottom of the figure. A MIL is achieved when all practices in that MIL and all preceding MILs receive responses of Fully Implemented
or Largely Implemented. A high-level understanding of the organization’s self-evaluation results can be gained from this figure and may be useful
when evaluating areas for future improvement.
The number in the center of each donut chart represents the cumulative number of practices in that MIL for that domain. Refer to Section 4.2 of
the C2M2 V2 1 Model document for a description of how MIL achievement is determined.
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Figure 1: Screen of the C2M2 (Cybersecurity Capability Maturity Model) framework to drive the continuous
improvement of its Cybersecurity and Information Security maturity. This initiative also supports alignment with

Cemig outsources data center infrastructure, managed services, and security operations with TIVIT. TIVIT has a
continuity plan and tests it periodically, so much so that it is certified by the international standard ISO
22.301/2019, as per the certificate below.
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Figure 2: Certificate of the 1ISO 22301/2019 — Business Continuity Management System

Vulnerability analysis

Vulnerability management process:

Cemig has advanced software solutions for vulnerability management and configuration compliance. These tools
perform analysis and scanning of assets, web applications, and configuration auditing to ensure robust adherence to
cybersecurity best practices and guidelines to eliminate and mitigate information security-related vulnerabilities.

Intrusion tests

With the aim of simulating a cyber-attack and assessing the security of systems and the network, we conduct intrusion
tests by an independent external company to evaluate the resilience of the systems against a malicious source attack.
The independent company performs an attack simulation to identify vulnerabilities in a system or application. This
allows for the identification of possible improvement points and the establishment of preventive actions.

Cyber threat Intelligence

Additionally, complementing the vulnerability management process, we monitor the external environment for threat
detection through the Cyber Threat Intelligence process. This involves research and monitoring to identify threats
such as fake domains, brand abuse, activities on the deep and dark web, credential leaks, fraud, fake applications,
and code leaks. The goal is to detect data leaks, fraud, and other threats.
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1 Internal audits of the IT infrastructure and/or information security management systems

Cemig has an Internal Audit team that periodically conducts audits covering the IT infrastructure. Regarding
information security management systems, the associated risks are addressed through controls evaluated
within the ISAE 3402 assurance reports issued by service providers as showed in the screens below.
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Figure 3: Executive Summary of the Internal Audit Result in the information security management systems.
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Figure 4: Internal Audit Report related to information security management systems

(1 Independent external audit of the IT infrastructure and/or information security management systems:
please provide the names and standards used (such as ISO 27001)

Cemig has an external auditor (KPMG) that periodically assesses the company’s IT general controls (ITGC),
covering both infrastructure and information security aspects. Additionally, since Cemig outsources data
center infrastructure, managed services, and security operations, the respective providers deliver ISAE 3402
reports and hold certifications such as ISO 27001, TIER Ill, CMMI, and PCI DSS, ensuring compliance with
international standards for security, quality, and governance.
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Figure 5: KPMG Assurance Report of control and process of Information Tecnology (TIVIT — our datacenter)
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Figure 5: KPMG Assurance Report of control and process of Information Tecnology
[ Escalation process for employees to report incidents, vulnerabilities or suspicious activities

Monitoring and Incident Response:

Cemig conducts continuous monitoring of its IT environment through a specialized team at the SOC (Security
Operation Center), responsible for monitoring, detecting, investigating, and responding to threats.

This team, along with members of the Cybersecurity and Information Management department, forms the CSIRT
(Computer Security Incident Response Team). They work together to respond to incidents, perform analyses, and
develop preventive actions to ensure the confidentiality, availability, and integrity of services.

Cemig periodically issues communications about cyber risks and encourages employees to report suspected phishing
attempts or any security incident.

Any employee can directly register a request through a service ticket in ITSM software, or inquiries directed to the
Cybersecurity and Information Security teams. The response team will investigate, analyze, and conduct appropriate
treatment.
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Figure 7: Example of escalation process for employees to report incidents

[ Information security awareness training

Security Awareness and Training Platform

Cemig has implemented a security awareness platform. The platform increases employees' resilience to phishing
attacks through simulations of real threats. Beyond the phishing simulations, there is educational and training content
that promotes a cybersecurity culture throughout the company.
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Essentials, Cyber Security Awareness Certified Professional among others
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Figure 10: Intranet screen — “take Care with fishing”

As a result of our practices no breaches occurred in last year.
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